Privacy Policy
Direkttest - Direkttest Sverige AB

This privacy policy describes how Direkttest collects, uses, stores, discloses, and
protects your personal data.

|dentity and Definitions

Direkttest ("the Service") is owned and operated by Direkttest Sverige AB, Reg. No.
559256-9486, Tvistevagen 47, 907 29 Umed, Sweden. The Service is a web-based platform
for consent and sample collection management introduced in Sweden in 2020. The purpose
was to simplify sample handling for Swedish health care regions.

The “Customer” is the person using the Service. The Service is provided on behalf of a
region or another healthcare organization, university, or principal investigator (“Principal’).
‘Consent’” refers to the information provided by the Customer to participate in, for example, a
study. A “Sampling Kit" refers to the information and sampling equipment provided by the
Customer or used for sampling by the Customer. “Test Result” refers to the result of the
analysis of the Sampling Kit. “ldentity Number" refers to a personal identity number,
temporary ID, or coordination number.

Purpose and Legal Basis for Processing

The purpose of processing the Customer's personal data is to manage Consent, Sampling
Kits, return Test Results, and, in case of a positive result, provide referral to the Principal for
further treatment.

Direkttest provides the Service and processes personal data on behalf of the Principal. The
legal basis for processing personal data in the Service is based on the legal grounds used
by the Principal. The legal basis is either the consent given by the Customer when ordering
or that the processing is necessary for preventive healthcare according to Chapter I, Article
9 of the General Data Protection Regulation (GDPR).



Handling of Personal and Health Data

The personal data processed by Direkttest are the contact details registered by the
Customer when placing an order via the Service. These personal details include Identity
Number, name, address, and possibly a phone number and/or email address. After the
analysis is completed, the Test Result is processed.

The registered personal data are handled by employees at Direkttest, all of whom are
bound by confidentiality agreements. Personal data are shared with a clinical laboratory
(“Clinical Laboratory"), which reports the results of each test to Direkttest, which in turn
makes the results available to the Customer via the Service.

Name, Identity Number, and address are necessary to ensure that the correct individual is
linked to each analysis. Email address and/or phone number are used to notify the
Customer when the Test Result is available in the Service. Other registered data are used to
carry out the assignment, laboratory analysis, treatment follow-up, and contact tracing.

Storage

Personal data are stored according to the instructions received by Direkttest from the
Principal in the agreement, and the purpose is to provide the Principal with the necessary
information for, among other things, but not limited to, contact tracing and treatment.
Personal data stored based on the Customer's consent will be deleted if the consent is
withdrawn with the Principal, and provided that the Sampling Kit has not been sent or
submitted for analysis. Withdrawal of consent does not affect Direkttest's right and
obligation to process personal data in accordance with applicable laws.

Device Analysis

To enable service improvements and provide possible user support to the Customer, our
software automatically collects technical data about the device the Customer uses when
accessing the Service. Such technical data may include information about the operating
system, browser, version, etc.

The primary purposes of this analysis are to:

e Improve the user experience of the Service
e Improve the Service in general so more people choose to get tested
e Provide user support



Security

We implement a variety of security measures to protect your personal data. We use
industry-standard encryption to protect sensitive information transmitted over the internet.
The computers/servers used to store personally identifiable information are kept in a secure
environment.

Customer Rights

The Customer or person who has provided personal data via the Service has the right to file
a complaint with the Swedish Authority for Privacy Protection
(Integritetsskyddsmyndigheten) if they believe that their data has been handled incorrectly.
Direkttest acts on behalf of the Principal, who is the data controller. This means that if the
Customer wishes to exercise their rights under the GDPR, such a request should be directed
to the Principal. Below is a summary of the rights available to the Customer.

The Customer has the right to request access to their personal data at any time, exercise
their right to data portability, and correct inaccurate personal data. Furthermore, the
Customer has the right to request that the Service stop processing their personal data, to
have the data deleted, and to object to the processing or withdraw their consent. In such
cases, please contact the respective Principal's Data Protection Officer.

If it is unclear who the Customer should contact, the Customer is welcome to reach out to
Direkttest for guidance via email: support@direkttest.se. You may also send a letter to
Direkttest Sverige AB, Tvistevagen 47, 907 29 Umea, Sweden.

Consent

When the Customer registers their sample in the Service, Direkttest, on behalf of the
Principal, obtains consent to store the sample or test result in a so-called biobank.

If you have consented to the storage of your sample in a biobank, you always have the right
to change your mind and withdraw your consent at any time. You can read more about
biobanking, the Biobank Act, and how to withdraw your consent at 1177.



